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Face recognition technology

face identification
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arbitrary conditions
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We focus on the survelllance problem

Example scenario:

I a government has a list
of suspects

I wants to identify them in
a crowd

surveillance




Face recognition isurveillance

A Privacy problemthe ubiquity of surveillance is a
major concern for the public
I Can be misused to track people regardless of
suspicion
I Can be combined with a universal database linking
faces to identities (e.g., drivers' license photos)



A solution to the privacy concern

atch / no match l‘

Operator

Store the suspects database at the
« | client

Not acceptable if the list of suspects is
confidential, as is often the case.




Our approach: protecting the privacy of the
public and the confidentiality of the data

Client

Operator

Secure computation
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System architecture

Client Server

Input: set of images of
suspects
Acguires an image
Generates representation of
Image

Runs secure protocol“ Runs secure protocol
Output: match / nematch Output: match / nematch



System architecture

Client Server

Input: set of images of
suspects

Acguires an image
Generates representation of

Image
Runs secure protocolﬁ Runs secure protocol
Output: match / nematch Output: match / nematch

Protocol enforces an upper bound on the size of the database u
by the server.



The Problem

A Exact / fuzzy match
I Secure computation afxactmatches is well known.
I Face identification i81zzy A match is betweenlose
but not identical images.
A Continuous / discrete math

I Face recognition algorithms usentinuoudace
representations, and complex measures of similarity.

I Secure computation is always applieddiecrete
numbers. Best with linear operations.

I Simple guantization of face recognition algorithms
results in poor performance.



Our Contributions

A A new and uniquéace identification algorithm
I Specifically designgor secure computation
I Has stateof-the-art recognitionperformance
I Assumes only aingleimage is known per suspect

A Asecure protocofor computing face identification
A SCiF} A system implementing the protocol

A Previous work [EFGKIT: secure computation of the
well knownEigenface$ace recognition algorithm.
A Performance ogéigenfacess inferior to stateof-the-art.
A The secure protocol is less efficient than ours.



New Face Representation:
PatchBased-ace Representation

A A face is represented by a collection of informative
patches:

@ Patch centers

Patch size
could vary

A Assume that the face is represented ppatches.
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Indexing

Each patch is represented by thelosest patchem the dictionary.



